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1. IEJTM OCBOEHMSI IV CLIUIIJIMHBI (MOLYJI5T)

1.1|/O0yuenue CTyIeHTOB METOAAM aHAIN3a U IPOEKTHPOBAHUS KOMIIBIOTEPHBIX CETeH, TEXHOIOTUH UX 3()(HEKTUBHOTO

MNPUMEHEHHUS U SKCILIyaTallud B aBTOMATU3UPOBAHHBIX CUCTEMAX O6pa6OTKI/I I/IH(I)OpMaLII/II/I " YIPaBJICHHUSA PA3JIMIHOIO
Ha3HA4YCHUA.

2. MECTO JUCHUILJIMHBI (MOAYJISI) B CTPYKTYPE OBPA3OBATEJIBHOM ITPOT'PAMMBI

ukn (pasaen) OIT: [61.0.15

3. KOMIIETEHIIMHU OBYYAIOIIEI'OCsl, @OPMUPYEMBIE B PE3YJIBbTATE OCBOEHUS JUCITUIIJIMHbBI

MOAYJIsA)

OIIK-7.2 3anumMaeTtcs BeO-pa3pabOTKOii, B TOM YHUCIIE C UCIIOIB30BAHUEM CKPITUTOBBIX SI3bIKOB IPOTrPAMMHUPOBAHHS

I1K-3.2 ITpoBonut ayauT koHGuUrypanuu HHGOPMALIMOHHON CUCTEMBI, BBIOJIHSET perjlaMeHTHbIE PaboThI o conpoBoxaeHuto FIC

4. CTPYKTYPA U COJAEPKAHUE JTUCIUIIJIMHBI (MOAYJIS)

KomzansaTus HaunmenoBaHue pa3/iesioB U TeM /BUJA 3aHATHS/ Cemectp / | Yaco | Ilpumeuanne
Kvnc

Paznen 1. BBeieHune B ceTH M TeJIeKOMMYHHKAIMH

1.1 0030p U apXUTEKTYypa BBIYUCIUTENIBHBIX ceTeld. KOMMyHUKaIlMOHHAS CETh U 3 2
nH(opMaoHHbIe cucTeMbl. O THOpaHTOBasiApXUTEKTypa U
KIIMEHT-CepBepHblecCUCTeMBI.  /JIek/

1.2 Tomonorus BEIYUCIUTENBHOM CETH U METO/IBI TocTyna. /JIex/ 3 2

1.3 Mertozbl KOMMyTaluuu B ceTsix. CeTu ¢ KOMMyTaluel KaHaJIOB U CETU C 3 2
KOMMyTanuei naketon. /Jlex/

1.4 Opranu3zanus HEMOCPEICTBEHHOTO  COSIMHEHHS JBYX KOMITBIOTEPOB Uepe3 3 4
CeTeBbIC aJaITephl HA OCHOBE BUTOM mapsl. /J1ab/

1.5 Wzyuenue oqHOpaHroBoi cetu Ha 0aze kommyTtaTtopa /J1a6/ 3 4

1.6 AHanu3 KOHGUIypaluu CETU ¢ IOMOLIBIO CTAHAAPTHBIX yTUIUT ipconfig, ping, 3 4
tracert, netstat /J1a6/

1.7 Pa6ota ¢ ananuzaropom cereBoro Tpaduxa WhireShark /J1a6/ 3 4

1.8 Pacuer HeoOx0onuMOro 000py10BaHUs AJIs CO3/IaHUs JIOKaIbHOM ceTh. / JIab / 3 2

1.9 YcTaHOBKA M HACTPOWKA ceTeBOM KapThl. / JIab / 3 2




Paznes 2. MHOroypoBHeBble Moje/ M. TexHOJI0TuU 10KAILHBIX ceTeil.

2.1

OTan0HHAs MOJEb B3aUMOEHCTBUS OTKPBITHIX
cuctem (Monenb OSI).Crannapruzanus ceteil. [loHsITHE OTKPBITHIX
cucteM. TpeboBanust, peabsBiseMble K ceTsiM.  /JIex/

2.2

dusnueckas cpeaa nepenavu naHHbIX. KabGenu, TMHUY 1 KaHaib! cBa3u. [loHsTHE
CTPYKTYPUPOBaHHBIX KabenbHbIX cucteM. CeTeBoe 000opynoBaHue (IIaCCHBHOE
cereBoe obopynoBanue). /Jlex/

23

TexHonoruu JIokanpHbIX ceTeil. Crienuduranuu Gu3ndeckoi cpeasl. MeTobt
(bu3UYEeCKOro U JIOruuecKoro koguposanus. / JIab /

2.4

Anpecanus B ceTsx. JIokanbHbIe, CEeTEBbIE U JOMEHHBIE afpeca. CTeK MPOTOKOJIOB
TCP/IP. ITousitie u popmat IP-anpeca. Macku nojcereii. Mcnons3oBanue
HITI030B U MapuipyTu3aropoB. Bepcuu IP-ipotokomnos. /JIex/

2.5

W3zyuenuto onepannonHoi cucreMsl CiscolOS ¢ ucnonbp30BaHUEM dMYIITOPaA
Mapiipytu3atopoB CiscoGNS3. /JIa6/

2.6

3HAaKOMCTBO C MPOrPaMMHUPOBAHHEM COKETOB; HAMCAHUE MTPOCTOTO KIMEHT-
cepBepHOTro npuinoxeHus /J1a6/

2.7

W3y4deHne NpuHIUIIOB TOCTPOCHUS CXEM MOJIEIUPYEMBIX CETel B IMYJISITOpE
GNS3. /J1a6/

2.8

Co3nanue JOKaTbHOM ceTH Ha 0CHOBe «Paboueil rpymb» U Ha OCHOBE
«lomenay. / JIab /

2.9

IP-anpecanus. Coznanue noacereid. / JIa6 /

Pazpen 3. Mapupytuzanus. becnpoBoanbieceTu

3.1

Knaccsl cerell. Jlunamuueckoe pacnpezeneHue agpecos. Hasnauenne DHCP-
cepsepoB. [IpeobOpazosanue anpecos. [Iporokon ARP. Ciyx6a DNS.Cetu ¢
cepBepom. Web-cepsepsl. IIporokosnst HTTP u FTP. IlouroBslie cepBepsbl.
Ipotokonsl POP3 u SMTP. Ciyx0bl TEpMHUHAIOB. APXUTEKTYpa «TOHKHIMA
kiueHT». /Jlex/

32

BecrpoBOIHBIC TEXHOIOTHU TOCTPOCHHUS JIOKATBHBIX BEIYUCIHTEIBHBIX CETCH.
Texuonorus IEEE 802.11 Wi-Fi. Ctek nmpotokonos IEEE 802.11. Metoasbt
KOJUPOBAHHUS JAHHEIX B OSCIIPOBOIHEIX CETAX. ABTOKOPPEIIAIIMOHHBIC KOJBL.
Kopsl Bapkepa. Metoabl Monysitiuu curHaioB B cetsix Wi-Fi. Texnonorus
pacimupenus cuekrpa DSSS. Apxutexrypa Bluetooth. Cetu UWB u WiMax.
/JTex/

33

Hactpoiika craTiueckoi MapiipyTu3aunu Ha obopyaoBanuu Cisco /J1a6/

3.4

Hacrpoiika nocnenoBarenbHbIx HHTEpQeiicoB o6opynosanus Cisco /J1ab/

3.5

Hacrpotiika u nuarnoctuka pa6orsl DHCP ¢ ucnons3oBanuem CiscolOSCLI
/J1ab/

3.6

BbazoBast HacTpoiika mpOTOKOIa TUHAMHYECKON MapIIpyTU3aluN
OpenShortestPathFirst (OSPF) /JIa6/

3.7

HacrpoiikabecnipoBognorocoeunenus /J1a6/

3.8

Pa6ora ¢ nporokonamu FTP, SMTP/POP3. /JIa6 /

3.9

Peanm3zamus nporokona HTTP ¢ momorpio cOkeToB; Hanmucanne KIMEHTCKOTO 1
CEpBEPHOTro NPUIIOXKEHHH 17151 B3auMoieiicTBus 1o nporokony HTTP / JIa6 /

3.10

W3y4yeHue MEeTOI0B MOBBIIICHHS CKOPOCTH U JOCTOBEPHOCTH Nepejayun JaHHBIX B
nH(POPMALMOHHBIX ceTsx / JIab /

3,11

CamocrosiTenbHas pabora

104,6

Pa3nen 4. KonTakTHbIE Yachl HA ATTECTANUIO




4.1 DK3aMeH 3 23

4.2 Kountpois 3 24,7

5. OHEHOYHBIE MATEPHAJIbI

OueHOYHBIC MaTePUAIbI ISl IPOBEICHHS TPOMEKYTOYHON aTTECTAMU 00YYAOMINXCsI IPUBEICHBI B IIPHIIOKECHHHU K padoueit
porpamMMe JUCUHUIUTAHBL.

@DopMBI ¥ BU/IBI TEKYIIETO KOHTPOJIS O AUCUHUILIAHE (MOJIYIIIO), BU/IBI 3aaHUI, KPHTEPHHU X OLCHUBAHMS, pacipe/escHue 6aios 1o
BHJIaM TEKYILETr0 KOHTPOJIsSI pa3padaThIBAIOTCS MPEMOIaBaTeNieM AUCIUILUTUHBI C YUYETOM €€ CelU(DUKH U TOBOJISITCS JI0 CBEACHHS
00y4arImMXxcs Ha IepPBOM Y4eOHOM 3aHSTHH.

TeKyluii KOHTPOJIb YCIEBAEMOCTH OCYILECTBIIIETCS IPENOoJaBaTeNIeM IUCIMILTMHBI (MOYJIS), KaK MPaBHIIO, C Hcronb3oBaHrneM DMOC
WITH IIyTEM IPOBEPKH MUCBMEHHBIX paboT, MPeLyCMOTPEHHBIX Pa00YHMH NPOrpaMMaMH IUCUHUILIAH B pAMKax KOHTaKTHON pabOThI 1
CaMOCTOSTENbHON paboThl 00y4aromumxcs. st GUKCUPOBaHUs PE3yIbTaTOB TEKYIIEr0 KOHTPOJISI MOXKET Ucmoinb3oBatbest DOC.

6. YYHEBHO-METOANYECKOE I THOOPMAIIMOHHOE OBECIHHEYHEHWE JTUCHUIIJIMHBI (MOAY JIS)

6.1. Pexomennyemasiiureparypa

6.1.1. OcHoBHasITUTepaTypa

ABTODHI, 3arnaBue MznarensctBo, Dn. anpec
COCTaBHUTEIN ron
JI1.1 |Apriomenko B. B., |KoMmnbroTepHbIe C€TH U TE€IEKOMMYHHUKALIUU: HoBocubupck: [https://e.lanbook.com/book/152244
Hukymua A. B. y4e0HO- METOIMYECKOe mocodne HI'TY, 2020
JI1.2 | dubpos M. B. Certu u TeneKOMMyHUKanuK. Mapuipytuzanus B |MockBa: https://urait.ru/bcode/471236
[P-cersax. B 2 u. Y. 1: yuebuuk u npaktukym s [FOpaiit, 2021
BY30B

6.1.2. JlonosiHuTeIbHASIJINTEPATYPA

ABTODSI, 3arnaBue W3parenscTBO, 5. agpec
COCTABUTENH ron
JI2.1 |du6por M. B. Certu u TeneKOMMyHUKanuu. Mapmpytusanus B [Mocksa: https://urait.ru/bcode/471908
IP-cersix. B 2 u. Y. 2: yueOnuk u npaktukym aius  |FOpaiir, 2021
BY30B

6.2 UndopManMoOHHbIE TEXHOJIOTHH, UCIIOJIb3yeMble NPU 0CYIIECTBIEHUH 00Pa30BaTeIBLHOI0 Mpolecca Mo JMCHUILIUHE
(MoayJ10)

6.2.1 IlepeyeHb TUIEH3HOHHOTO U CBOOOTHO PACTIPOCTPAHIEMOT0 MPOrPAMMHOTIO0 o0ecneyeHnst

6.2.1.1|Microsoft Windows

6.2.1.2|Microsoft Office

6.2.2 Ilepeyennb npogeccHoOHATBHBIX 023 JAHHBIX U HH(OPMANMOHHBIX CIIPABOYHBIX CHCTEM

6.2.2.1|ba3a kaur u nyoaukanuii DnextponHoi oubnmorexu "Hayka u Texuuka"- http://www.n-t.ru

6.2.2.2|Kpynneiimuii BeO-cepBuc s xoctuHra IT-poekToB U MX COBMECTHOH pa3paboTku-https://github.com/

6.2.2.3|ITopTan s pa3pabOTUNKOB IEKTPOHHON TeXHUKHU: http://www.espec.ws/

6.2.2.4|ba3a nannsix «bubnaroreka nmporpamMmuctay https://proglib.io/

6.2.2.5|KoncynpranTmitoc

6.2.2.6|upopmannonnasicucrema TAPAHT

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCIUIIJIMHBI (MOAYJIST)



https://e.lanbook.com/book/152244
https://urait.ru/bcode/471236
https://urait.ru/bcode/471908

7.1|Y4eOHble ay TUTOPUH [T IPOBEICHHS 3aHATHI JICKIIMOHHOTO THIA, YKOMIUIEKTOBAHHBIE CIICIIMATM3UPOBAHHON MEOEIbIO 1
TEXHUYECKUMH CPEJICTBaMH 00yUeHHs: MyJIbTUMEINHHOE 000pyI0OBaHUE I IPEIOCTaBICHUS Y4eOHOI nHpOopMaun
OOJBIION ayANTOPHU M/MITH 3BYKOYCHIIMBatoIee 000pyJ0BaHHE (CTAI[MIOHAPHOE HITH ITEPEHOCHOE).

7.2|YueOHble ay TUTOPUH JUI IPOBEICHHS 3aHATUH CEMUHAPCKOIO THIIA, TPYIITOBBIX U HHAMBUYAIBHBIX KOHCYJIBTALUH,
TEKYIIEro KOHTPOJISI U MPOMEKYTOUHOM aTTeCTally, YKOMIUIEKTOBAaHHBIE CIIEHUAIN3UPOBAHHON MeOEbI0 M TEXHUYECKUMHU
cpencTBaMu 00ydeHUs: MyJIbTUMEANHOE 000pyI0BaHNE H/WIIH 3BYKOYCHIIMBaolIee 000pyJoBaHue (CTallMOHAPHOE UITH
MEPEHOCHOE)

7.3|TloMerieHus 7151 CaMOCTOSITEIbHOM pabOThI, OCHALIICHHBIE KOMIIBIOTEPHOM TEXHUKOH C BO3MOKHOCTBIO OKIIIOYEHHUS K CETH
"NuTepHer" n obecnieueHHeM JI0CTYyIa B 3JICKTPOHHYI0 HHPOPMAIIMOHHO-00pa30BaTeIbHYIO Cpe/ly YHHBEPCUTETA.

7.4|TlomereHus A1t XpaHSHUS M TPOGHIAKTHYECKOTO 00CTY)KUBaHUS yaeOHOTO 000py10BaHHSI.

7.5|Ilomerenus A1st BBIIOIHEHUS KYPCOBBIX Pa00T YKOMIUIEKTOBAHBI CIICLHAIN3UPOBAHHON MEOENbI0 H TEXHNIECKIMHU
cpencrTBamu 0o0yueHus (CTallMOHAPHBIMH WIIM TIEPEHOCHBIMN).

7.6|YueOHble ay TUTOPUH U1 IPOBEICHUS J1aOOPAaTOPHBIX padOT YKOMIUIEKTOBAHbI CIIELIMAIM3UPOBAHHON MeOebo U

TEXHUYECKUMH CPEJCTBAMHU OOyUEHHsI: HOYTOYKH MM KOMITBIOTEPHI, MOAKIIOUYCHHbIE K JIoKaiabHOH cetn CamI VIIC.




